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" Access Vector

"local privilege escalation
® collision domain

* broadcast

" RPC buffer overflow
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* Access Complexity
* DNS hijacking
'" Social engineering
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" Authentication

'Y confidentiality
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" partial
" Integrity
» Availability
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"* Flood attack
" Exploitability
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" Proof of concept

"* Functional

" Mobile autonomous code
" Remediation Level

" workaround

™ hotfix
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" Report Confidence

 unconfirmed
“ Uncorroborated
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™ Helper application
™ Image viewers

"' Media player




VF oS ool g olzils LT olKigloT = CV'SS jl sslitul b log iy ol 4y 85 ool

ol e Jlon wlb SLlod lple WpS (e S8 )lnese sy9e wigh ool laole oy

w28 A, L pyees]

cdlol Groai Y-Y-0
055 eolp (ad Wlgi ge saiiSale 1 05d (om0 jlil e’ bl Jlae (ol ((ogee FTP 55,0
i S Sl S 0929 Djge 10 WS (5510 p0 00 S pdocam Sl e jpe dalS g (55 anlis
Oopmd 53 yeus dalS g (6,5 Al F1.cd 8 e wonee’ b Mol et se 1y Jloe ol Jlade (5,8

0,55 1Mol lade ab (610 0 g0 bl wil paes

SPN ywd 50 g Corole(( Siboymo s G F-Y-0

ooy 3 e Siloyme JolS 50 b il S oo walf 1) ety mha )0 (o yied o ol pdiees] A
7S b oS oo ool 1) )5 e 53 (s &5 ple vl s Wish om0 Ll Sl 5 0y
oaSales ) o5 Comslr (AB Ko Wshoe (23 el Camelz 5 sy v ed 53 ( Sloye | B
Sy oo yewd 50 o Slayme Jol 36 L il was i ) Jole s joue dalS LB a5 a2 oo 05l

55 g0 Sl Enals

Jie plgie W38 1 5 s pdy s )3 wiilsioe el ol L a8l o 2 L Lyl A

QS 50 B |y lagT ailgs ce 9o i 1) oo 555 Wil e 45 saiSale> S

al dolwoF-Y-0

il Dygo ol as ol doles .ol B las dfwa 23kl pin (28 5Ll ulul sl doles

BaseScore = round to \ decimal (((-#*Impact)+ (- f*Exploitability) -

Vo) *f (Impact) )

™ anonymous
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Impact = V- f\* (V- (\-ConfImpact) * (\-IntegImpact) * (\-AvailImpact))
Exploitability = Yv-* AccessVector*AccessComplexity*Authentication

f (impact)= - if Impact=-, VYAYf otherwise

AccessVector = case AccessVector of

requires local access: X0
adjacent network accessible: .£f¢

network accessible: \..

AccessComplexity = case AccessComplexity of

high: -xo
medium: -.£)

low: -V

Authentication = case Authentication of

requires multiple instances of authentication: -.fo

requires single instance of authentication: -&f

requires no authentication: -&-f
ConfImpact = case ConfidentialityImpact of
none: -«

partial: -«.Vo

complete: -#%-

IntegImpact = case IntegrityImpact of

none: -.
partial: -.yvo

complete: &%




V& oS ool g olzils LT olKigloT = CV'SS jl sslitul b log iy ol 4y 85 ool

AvailImpact = case AvailabilityImpact of

none: -
partial: -&V0

complete: -£%-

SBg0 olzod-Y—0
A oo i Vo B e 5l Bee el U wigd e S 5 agly Slitel b B0 sl Lime 355 osliil dlsles ol 51 5]
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TemporalScore = round to ) decimal (BaseScore*Exploitability

*RemediationLevel*ReportConfidence)

Exploitability = case Exploitability of

unproven: -.Ad

proof-of-concept: -a
functional: -a40
high: ...

not defined: \.-

RemediationLevel = case RemediationLevel of

official-fix: -.AY
temporary-fix: -A-
workaround: -A40

unavailable: V.-
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not defined: \.--

ReportConfidence = case ReportConfidence of

unconfirmed: -A-
uncorroborated: -840
confirmed: \.--

not defined: V.-

Lo lolzof— Y-
e Ve B e e el 5 0 5 Sdse el b Slame slojlons alolas oyl 3l elital &30 0
ol 4 dhore dolae 09 walgss i 890 Lol 5l aS WS e adg (gilinl olre cpl 0l doles adei WS e

| O yg0

EnvironmentalScore = round to \ decimal ( (AdjustedTemporal+

(V--AdjustedTemporal) *CollateralDamagePotential) *TargetDistribution)

AdjustedTemporal = TemporalScore recomputed with the BaseScore’s Impact
subequation

replaced with the AdjustedImpact equation

AdjustedImpact = min (V-N-FV* (V- (V-ConfImpact*ConfReq) * (-

IntegImpact*IntegReq)

* (\-AvailImpact*AvailReq)))

CollateralDamagePotential = case CollateralDamagePotential of

none:

low: -a
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low-medium: -
medium-high: -.f
high: -®

not defined:

TargetDistribution = case TargetDistribution of

none:
low: -.¥0
medium: -0
high: .-

not defined: \.--

ConfReq = case ConfReq of

low: -&
medium: V.-
high: 1)

not defined: \.

IntegReq = case IntegReqg of

low: -0
medium: V.
high: Yo

not defined: \.-

AvailReq = case AvailReq of
low: -
medium: V.-

high: Yo
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not defined:

Veo
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Méell, P.,Scarfon ,K.,Romanosky ,S., A Complete Guide to the Common
Vulnerability  Scoring  System  Version Y. Available at
http://www.first.org/cvss/cvss-guide.html .
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